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Abstract

The object-capability discipline (ocap) is known for enforcing good software engineering practices
and helping make software secure and reliable. Ocap code can however not interact seamlessly
with non-ocap code without compromising its core properties, which hinders its practical adoption.
This thesis builds on previous theoretical work in the field of type systems and proposes a simple
programming language, Grattlesnake, that uses capture-checking and runtime checks to provide
a gradual approach to ocap. Grattlesnake allows an ocap program to invoke libraries written in
its non-ocap sublanguage without compromising the ocap discipline. We show through a case
study that our design allows checking interesting properties on non-trivial programs with a very
reasonable amount of additional complexity.



Contents

Abstract

1

Introduction
1.1 Terminology . . . . . . o o v i e e e e e e
1.2 Contributions . . . . . . . . . e

Preliminaries and background

2.1 Methodological note: countinglinesofcode . . . . ... ... ... ... .........
2.2 CapturiDgLyPeS . . . .« v it e e e e e e e e e
2.3 ModCCand GradCC . . . . . . . . .. . e e e e
2.4 The Rattlesnake programminglanguage . ..........................
2.5 TheJavaVirtual Machine . . . . . . . . . . . . . . . e e

Exploratory phase: A type-checker for GradCC

3.1 Algorithmic rules for subcapturing . . . . .. ... ... .. ... ... . . .. ...
3.2 Proof of equivalence to the declarativerules . . ... ... ..... ... .. ......
3.3 Implementing the type-checker . .. .. ... ... ... .. ... ... . . . .. . . ...
3.4 Experimenting with the type-checker: observations .. ..................

Design of the Grattlesnake gradual ocap language

4.1 Languagemodes . . . . . . . . . .. e e e
4.2 Resources: devicesandregions . . . . . . ... ...
4.3 Packagesandmodules . . . . .. ... ..
4.4 Structsanddatatypes. . . . . . . . ... e
45 AITAYS . . o o o e e e e e e e e
4.6 Casts, smart-casts, and patternmatching . . . . . ... .. ... . ... ... .. ...
4.7 Restrictedblocks . ... ... ... . e
4.8 Enclosures, graduality, and runtimechecks . . . . .. ... .. ... L L o L.

Implementation of a compiler and runtime for gradual ocap programs
5.1 Runtimeandagent . . . .. .. .. .. ... e
5.1.1 Regions . . . . . . .

10
13
14

15
15
15
20
20

21
21
22
23
24
25
26
27
27



5.1.2 Environments . . . . . . . . . e e e e e e e e e e e 30

5.1.3 Devices . . . . . .. e e e 30
5.1.4 fastutil . ... ... 30
5.1.5 Agent . ... e e e e 31
5.2 Compiler . . . . . . e e e e 31
5.2.1 Frontend: scannerand Parser . . . . . . . . . . .t ittt 31

5.2.2 Analyzer: imports scanner, context creator, type-checker, and control-flow
analyzer . . . ... e e e 32
5.2.3 Middle-end: lowerer and tail-recursions checker . .. ............... 33
5.2.4 Backend: JVM bytecode generator . . . . ... .. ... ... ... 33
6 Evaluation 34
6.1 Functionalcorrectness . . . . . . . . .. . i i e 34
6.2 Case study: a sudoku solver in Grattlesnake . . ... ... ... ... ... ........ 34
6.2.1 Architectureofthesolver . ... ... ... .. .. .. .. .. .. .. 35
6.2.2 ODbServations . . . . . . . . .. ittt e e e e 36
7 Future work 38
7.1 Missing features: OOP FP, and cross-language interoperability . . . .. ... ... ... 38
7.1.1 Closuresand geNerics . . . . . . . . . . .t i i it ittt e 38
7.1.2 Object-oriented programming . . . . . . . .. .. ... 39
7.1.3 Code packaging and interoperability with other JVM-based languages . . . . . 39
7.2 Runtime system and performance . . . . ... ... ... .. ... . e 39
7.3 Automaticunmarking . . . ... ... L e 40
7.4 Permissions granularity andread-only types . . . . . ... ... . L L L L. 40
7.5 Agradual ocapreal-worldlanguage? . . . . . ... ... ... . L o oo 41
8 Related Work 42
8.1 Ocaplanguages . . . . . . . . . . e e e 42
8.2 Dynamic compartmentalization . ... ... ... ... ... ... . .. . ... 43
8.3 Type-based capabilitytracking . . .. .. ... ... ... ... .. . .. . 43
8.4 Graduality in type systems and programming languages . . . . ... ... ... .. ... 44
9 Conclusion 45
Bibliography 46



Software artifacts
Compiler, runtime, and agent: https://github.com/epfl-systemf/grattlesnake-lang
Case study: https://github.com/ValentinAebi/sudoku-case-study

Type-checker for GradCC: https://github.com/ValentinAebi/Gradient

This report was built using EPFL Hexhive lab’s thesis template, created by Mathias Payer. The source
code of the template is available at https://github. com/HexHive/thesis_template.


https://github.com/epfl-systemf/grattlesnake-lang
https://github.com/ValentinAebi/sudoku-case-study
https://github.com/ValentinAebi/Gradient
https://github.com/HexHive/thesis_template

Chapter 1

Introduction

Software projects often consist of a constellation of modules working together. Some of these
modules are developed specifically for the project they belong to. But most projects also use third-
party libraries [32], which greatly eases software development by saving developers from the need
to rewrite the same functionalities again and again. This practice however also comes with its own
set of challenges. One of them is to precisely understand the specification of their functionality.
Documentation helps, but it is mostly informal, and pretty commonly out-of-date or incorrect [2].
Libraries also often expose vulnerabilities, to the point that the large majority of vulnerabilities
in client code are caused by the libraries it depends on [27]. As a result, software components,
especially but not limited to third-party ones, may have effects that are hard to reason about and
threaten both the safety and the security of software systems. To build trustworthy software, we
need ways of controlling such effects.

Dependencies may influence the top-level program in two ways: through the values returned
by API methods, and by performing side effects. There exist well-established techniques, like taint-
based methods, to control the former [13]. In this thesis, we focus on restricting the latter, namely
the side effects of untrusted code, using the object-capability model (ocap). The core idea of ocap is
that functions should be able to perform an effect only if they have been given access to a special
object, named a capability, corresponding to the said effect [11]. For instance, a function that
receives the filesystem as an argument is allowed to read and write files, but a function that does
not receive the filesystem is not allowed to do so. This differs from the model used by widespread
languages like Java that allow any function to read or write files by merely importing the appropriate
methods. Similarly, ocap forbids mutable globals like static fields, making it impossible to silently
mutate objects that have not been explicitly passed to the function. Ocap thus guarantees that
the possible effects of functions are limited by the capabilities that the function is given access to.
This makes effects easier to reason about by enabling more fine-grained control on the effects of
untrusted functions but also gets rid of documentation problems like a function updating a global
without its documentation mentioning it.



Despite its advantages, the ocap discipline has not yet been adopted in practice. One of the
reasons is its lack of backward compatibility: allowing an ocap program to invoke non-ocap libraries
means giving up the guarantees offered by this discipline, as the said library might just ignore the
capability system and perform an effect without asking for permission to do so. A language that
statically enforces the ocap model must therefore stay isolated from code written in other languages.
This lack of interoperability not only means that the language has to define its own libraries from
scratch, but also that migrating a project from another language has to be done at once, which often
implies a prohibitive amount of work.

To mitigate this problem and ease the adoption of the ocap model, Boruch-Gruszecki et al. [5]
proposed a gradual ocap model that allows statically checked ocap code to invoke non-ocap libraries
by relying on runtime checks to make sure that the non-ocap parts of the program do not perform
effects that they have not been explicitly allowed to perform. This model is presented as a fictional
programming language, Gradient, designed as an ocap extension of Scala. Gradient allows non-ocap
code to be invoked in special blocks, named enclosures, that enforce dynamic restrictions on the
code inside them. Gradient tracks two kinds of resources: devices, which allow accessing system
resources like the filesystem or the network, and regions, which are markers for mutable state. It
also uses capture tracking [6] to account for the possibility of transitively capturing capabilities:
an object that captures a capability has to mention this capability in its type, and by doing this it
becomes a capability itself.

This thesis is concerned with the implementation of the discipline described for Gradient inside a
small programming language. We explore the design and implementation of a simple but expressive
language, Grattlesnake, that supports both ocap and non-ocap code and allows a program written
according to the ocap discipline to safely invoke non-ocap code. Our research question is the
following: does the gradual ocap discipline as described in [5] allow writing interesting programs
in a reasonable amount of effort and does it help enforce security and safety properties in these
programs? The scope of this project is limited to checking and executing programs entirely written
in Grattlesnake (but combining the ocap and non-ocap disciplines), as opposed to supporting
compatibility with other languages. Furthermore, checking the programs assumes access to all
sources. Grattlesnake is built on top of a small language, Rattlesnake, that I initially designed as a
personal project for learning purposes. It is somewhat reminiscent of Kotlin, despite being much
simpler and slightly lower-level. Its compiler, written in Scala, targets JVM bytecode.

1.1 Terminology

Grattlesnake is developed in the original Rattlesnake repository on GitHub, where it is designated as
Rattlesnake version 0.2-gradient. Artifacts like the compiler and the runtime still use "Rattlesnake”
in their name. In this report, we use the expressions "Grattlesnake" and "the original Rattlesnake" to
disambiguate between the language developed in this project and the simpler language that it is



based on.

1.2 Contributions

The main contributions of this thesis are as follows:

¢ Algorithmic formulation of GradCC under the form of a type-checker for a lambda-calculus,
along with a pen-and-paper proof that the algorithmic subcapturing rules implemented in
the type-checker are equivalent to the declarative formulation by Boruch-Gruszecki et al. [5].

* Design of a language that applies the concepts described in [5], and implementation of this
language on top of the Java Virtual Machine. This includes a compiler and a runtime that
provides support for the dynamic restriction of device usage and object mutations.

¢ Evaluation of this design by writing a non-trivial example program in Grattlesnake that uses
both ocap and non-ocap code, and proposition of improvements to the design.



Chapter 2

Preliminaries and background

2.1 Methodological note: counting lines of code

The LOC counts mentioned in this report are obtained by counting non-empty lines, where a
line is considered empty if it contains only spacing characters. In particular, lines containing a
single symbol like a parenthesis or a brace, as well as lines that contain only comments, are part of
the count. See the lines counting script for more details: https://github.com/ValentinAebi/
LinesCounter.

2.2 Capturing types

Capture-checking via capabilities tracked in types is a recently proposed approach to mitigate,
among others, the problem of polymorphism in effect systems [6]. It allows marking some objects
as capabilities to force the type system to track them. The core principle is that if an object captures
a capability, then it has to mention this capability in its capture set. It thus has a non-empty capture
set, which makes it a capability itself. For instance (using Scala’s syntax):

val f: FooA = ...
val b: Bar/ {f} = new Bar(f, 42)

The "A" symbol is used to mark f as a capability. As b captures £, its capture set is {f}, making
b a capability as well. Note that the integer value passed to the constructor of Bar along with £
does not need to be mentioned in the capture set as it is not a capability. Foo” is a shorthand
for Foor{cap}, where cap is the root capability, a fictional capability that is used to mark objects
as tracked: conceptually, f is a capability because it captures cap. The formal foundations of
capture-checking, namely the CC.. calculus, have been studied in [6].
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An experimental capture-checking system has been integrated into the Scala programming
language and can be enabled by a language import [9]. Foreseen applications of capturing types
include checked exceptions (an exception is allowed to be thrown only if the corresponding capabil-
ity is in scope), but also escape-checking and safer region-based memory allocation [6][9]. In this
project, we use them to keep track of system resources (for instance the access to the file system),
and mutable state.

2.3 ModCC and GradCC

To model the type system of the Gradient language, Boruch-Gruszecki et al. [5] extend CC..o with
graduality constructs that account for the runtime checks. They do so in two steps. The first one is
ModCC (figure 2.1), an extension of CC..q supporting records and modules (where a module is a
record augmented with an additional field containing a region). The second step is GradCC, which
extends ModCC with the actual graduality constructs. In this section, we explain the main concepts
of Gradient, ModCC, and GradCC (some of which are already present in CC..o).

Subcapturing: The usual subtyping relation works on shape types, i.e. types without a capture set.
Subcapturing can be thought of as an addition to subtyping that accounts for the capture sets of
the types. It is defined as a binary relation <: between capture sets such that C, <: C, if C, covers all
the elements of Cy, i.e. if a type that captures C; is allowed to be treated as a subtype of a type that
captures Cy. This is enforced by the capt subtyping rule of ModCC (fig. 2.1). In this rule, the first
premise is the usual subtyping relation between shapes, the second premise is the subcapturing
relation, and the conclusion is capture-aware subtyping. This relation is introduced by CC..o, where
every x € C; of type TAD is covered by C; if either x € C, or D <: C,. ModCC adds records to the
system and modifies the rules accordingly: sc-patH handles paths rather than variables and sc-MEM
says that if one is allowed to capture a record, then one is also allowed to capture any of its fields.

Boxing (also named capture tunneling, introduced by CC.., rules Box and unsox in fig. 2.1): Boxing
a term means temporarily hiding the capture set of its type, typically when instantiating a type
variable to that type. Before the term can be used, it has to be unboxed, and the unboxing operation
requires the variables contained by the capture set to be in the scope where unboxing occurs. For
more details about capture tunneling, see section 2.5 in [6]).

Packing (introduced by ModCC, rules pack, UNPACK, and MODULE in fig. 2.1): When an object captures
a local resource, it is usually impossible for the capturing object to outlive the resource. That is,
when the resource goes out of scope, the type of the capturing object becomes ill-formed, as the
local it depends on is not defined anymore. Packing is a way of circumventing this issue: when
the local holding the resource goes out of scope, its occurrence in the type of the capturing object
gets replaced by a path from the object to its field (or transitive subfield of one of its fields), using a
self-reference, similarly to DOT’s recursive types [20].
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Subcapturing
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F'r A(x:U)t: (V(x:U)T)"(cv(t) © x) I'rpq:lz:=4q]T
LET SUB
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Tr{fimpr}:{fi:5i°Ci 1 (U; G C+ imod(e) (T =g9 ) : jix {ven : Beg™feap}, B T }* feap)

Figure 2.1: ModCC static rules. Highlighted rules and premises are new or changed (resp.) compared
to CC..g. This figure is taken from [5]. Note the following syntax elements: p stands for path, S
and T for type shapes, and C and D for capture sets. I'(p) — SAC; stands for a context lookup (i.e.
computing the type of p in the current context, accounting for field selections). I' - p.f bd <
ATI(p)— T.
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The following example shows an invalid term (T is a placeholder for an arbitrary type):

let cpb: T" = ... in
Au:Unit. cpb

This term is invalid because the closure captures cpb and thus cannot escape its scope (unless we
upcast it, which is not always desirable). However, the following term, which packs the closure along
with cpb in a record, is allowed. Indeed, an application of the pack rule allows replacing the single
element cpb of the capture set of the closure with its path from the recursive qualifier of the record.

let cpb: T" = ... in
let closure = Au:Unit. cpb in
{ cpb = cpb, closure = closure }

We omit the types in this example due to their verbosity, but a more complete example of packing,
with types (in the notation used by the type checker), can be found in figure 3.2.

At use-site, unpacking simply replaces the recursive qualifier with the unpacked path itself (i.e.
if the value of this term is assigned to a variable x, we replace the qualifier with x).

Graduality features (introduced by GradCC, fig. 2.2): Ocap code can invoke non-ocap code only
inside enclosures. Values returned from invocations of non-ocap functions have to be marked
with a special capture descriptor, denoted # and named a mark. Such values can only be accessed
inside enclosures. The MARK and oBscUR rules allow communication between ocap and non-ocap
code. Obscuring allows a value produced by non-ocap code to be passed to ocap code and can only
occur inside an enclosure. The body of enclosures needs to have a pure type, which ensures that no
obscured path is leaked from the enclosure.

Subtyping and typing TrT<T|Trt:T|
MARKED ENCLOSURE OBSCUR
'S <: 89 F'rt:T 'rCwfr T Frp:5°C? Ix:S"{cap} +t:R
FFSi7# < Son# T'rkenc[C][T]t: T I'+ obscurpasxint:R
T UNBOX-MARK

- geC
T+p:S'C? T+ p:0S'C Trqgbd
F'r#p:5"# F'r#o-p:5"C

Figure 2.2: GradCC static extensions. Note that R stands for a type shape here. The other syntax
elements are as in figure 2.1.
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2.4 The Rattlesnake programming language

Note: this section describes the original Rattlesnake language, in the state that served as a starting
point to the implementation part of this project.

Rattlesnake is a toy programming language, which I started developing in 2022 as a personal
project. It is meant to be simple but relatively expressive and is compiled to Java bytecode by a
compiler written in Scala. It supports basic data types like integers, booleans, doubles, chars, and
strings, as well as (polymorphic) arrays, C-like nominal structures, and nominal datatypes (i.e.
named sets of fields that structures can subtype - they are named interfaces in the original version
of the language). Variables can be declared either as var (reassignable) or val (final). It offers the
usual control structures (if, for- and while-loops). Supported expressions include basic unary
and binary operators, as well as a length operator and element indexing in arrays and strings. And
(&&) and or (| |) operators evaluate the right operand lazily. Returns are performed using a dedicated
return statement that may be located at any statement position in the function’s code.

Rattlesnake also supports casts and type tests with Kotlin-like smart casts. There are no ex-
ceptions, but a panic statement allows terminating a program with an error message. A function
guaranteed to terminate with such a statement may declare Nothing as its return type, which is a
subtype of all other types. Blocks are statements (i.e. they do not have a result value) and functions
that do not return anything declare Void as their return type. Constants can be declared at the top
level, but they must be strings or primitive types, and their value expression should always be a
literal. The language also supports on-demand tail-call elimination: tail calls have to be marked at
call site with an exclamation mark between the function name and the arguments list (e.g. foo! (a,
b)). If a marked call is not in tail position, the compiler rejects the program.

Rattlesnake provides a way of controlling the mutability of objects: for a given struct type or
array type T, the type system supports two versions of the type: an unmodifiable view (T), and a
type with mutability permissions (mut T). The subtyping relation is such thatmut T <: T, but
not the other way around. The restrictions on modifiability are not transtive: if a variable s of
(unmodifiable) struct type S has a field named x, s.x may have a mutable type if it is declared as
such in the definition of struct S. The most useful consequence of this design is the possibility of
making unmodifiable array views covariant, which would be unsound with mutable arrays. After this
feature proved confusing when interacting with capturing types (especially when an unmodifiable
view of a mutable object captures this object’s region), it was removed in Grattlesnake. Section 7.4
however proposes a variant of the type system that includes a similar notion of read-only type view.

Regarding the implementation, the compiler uses an LL1 parser without a recovery mechanism,
implying that any parsing error immediately terminates the compiler. Errors happening at a later
stage are collected and displayed at the end of the phase in which they arose, causing the compiler
to terminate. The backend uses the Java ASM bytecode manipulation library [8].
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The compiler for the original version of the language, especially its readme that gives more
details about its features, can be found at https://github.com/ValentinAebi/Rattlesnake/
tree/rattlesnake-vO0.1.

We think that Rattlesnake is a good platform for our experimental implementation mainly for the
following reasons:

e It is simple and its compiler is relatively small (about 6200 LOC, in Scala), which makes it
easier to apply profound modifications than in real-world languages.

* Its feature set covers the essentials of real-world languages. Among others: compound types
(structures), non-trivial subtyping hierarchies (datatypes), polymorphism (arrays), and muta-
bility both at the level of local variables and in structures.

¢ It does not have access to system resources (except write access to the console), which allows
us to introduce resources in a way that fits the ocap discipline without having to deal with a
pre-existing ambient authority.

¢ Having written every single line of the compiler, I know it well enough to easily apply changes
to it and avoid spending too much time understanding bugs, which allows me to focus on the
implementation of the gradual ocap model instead of technical issues.

2.5 The Java Virtual Machine

The Java Virtual Machine (JVM) is a runtime system to execute Java bytecode. The bytecode is
organized in class files, each of which corresponds to a class, interface, or module in the sense of
the Java programming language [19]. These classes contain the methods of the program. When a
program is executed, the classes are loaded lazily, loading being triggered by the first use of the class.
When loading a class, the JVM checks the well-formedness of its bytecode. For example, it uses
an abstract interpreter to check that the state of the stack at the time of executing an instruction
matches the operand types expected by this instruction [18].

The behavior of a program written in Java bytecode may be modified at load time using bytecode
instrumentation. To do so, one must use an agent that intercepts class loads and modifies the
bytecode appropriately, resulting in the bytecode that gets executed being different from the one in
the class file [1]. A command-line option allows to set up a runtime agent when launching a JVM.

14
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Chapter 3

Exploratory phase: A type-checker for
GradCC

Before diving into the implementation of the actual language, the first step of this project consisted
in implementing a type-checker for GradCC. The goal was for me to get a better understanding
of this formalism, get more familiar with dependent types, and anticipate problems related to the
transformation of the rules of ModCC and GradCC into a type-checking algorithm.

3.1 Algorithmic rules for subcapturing

In [5], the subtyping and subcapturing rules of ModCC and GradCC are given in a declarative
style. To make them computable, we first need to transform them into an equivalent algorithmic
system. We focus on the algorithmic formulation of the subcapturing rules, as the conversion of
the subtyping rules into an algorithm is pretty standard and straightforward. Figure 3.1 shows an
algorithmic formulation of the subcapturing relation.

3.2 Proof of equivalence to the declarative rules

We show that any judgment that can be proved using one of the systems can also be proved using
the other system. We do so by proving theorems 1 and 2.

Theorem 1: ALGO — DECL. Any judgment provable in the algorithmic system is also provable in the
declarative system.

Proof. Consider a derivation tree of a judgment J in the algorithmic system. We will build a deriva-
tion of J in the declarative system as follows. Uses of sc-paATH-ALGO and sc-MEM-ALGO are replaced by

15



LCSCELEMALGO

I-{pt<:C 7

peC I'(p) — SAD I'D<:C
'Hi{p}<:C

SC-PATH-ALGO

p.feC ['(p.f) — SAD I'¥D<:C I'-{pt<:C
'{p.fi<:C

SC-MEM-ALGO

pil#1  Tr{pg<D'

- SC-SET-ALGO
I'{pi'}<:D

Figure 3.1: Algorithmic subcapturing rules. Premises in gray account for the order in which the
algorithm tries to apply the rules. Premises in blue correspond to the inlining of the transitivity rule
(sc-TraNS) of the declarative system.

sc-paTH and sc-MEM (respectively), along with an application of sc-TRANS. SC-ELEM-ALGO is equivalent to
sc-ELEM and its uses are left unchanged. Uses of sc-SET-ALGO can also be replaced by sc-ser as both
rules have the same conclusion and the single premise of sc-Ser is also present in sc-SET-ALGO. The
resulting derivation tree is a proof of J in the declarative system. O

To prove the other direction, we need the following lemmas:

Lemma 1: Reflexivity of the subcapturing relation in the algorithmic system. Forall C, C <: C.
Proof. 1f C is a singleton, then we can use sc-ELEM-ALGO and we are done. Else, sc-SET-ALGO applies,
with its premises proven using using SC-ELEM-ALGO. O
Lemma?2. Let A= {a_ii}. Then any derivation tree of I' - A <: B in the algorithmic system includes
derivations of T - {a;} <: B for everyi.

Proof. By case analysis on the last rule used to derive I' - A <: B, we see that this is indeed true: by
definition for sc-seT-ALGO, and trivially because A is a singleton in the three other cases. O
Theorem 2: DECL — ALGO. Any judgment provable in the declarative system is also provable in the
algorithmic system.

Proof. Consider a derivation tree of a judgment J in the declarative system. We need to show that

there exists a derivation tree for J in the algorithmic system.

The proof goes by structural induction on J. We have the following cases, depending on the last
rule used in the derivation of J:

* Case sc-ELEM: replaced by sc-ELEM-ALGO (which is equivalent).
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Case sc-paTH when p ¢ C: replaced by sc-paTH-aLGO, where the last premise is proved by a
derivation of reflexivity, which exists by lemma 1.

Case sc-paTH when p € C: replaced by SC-ELEM-ALGO.

Case sc-MeM: The single premise of sc-MeM tells us that there is a type SAD such that T'(p.f) —
SAD. Furthermore, p.f ¢ {p}. Thus, either I' - D <: {p} in the algorithmic system and we can
use SC-PATH-ALGO, or I¥D <: {p} and we can use sc-MEM-ALGO, where we know by the reflexivity
lemma that the last premise can be proved.

Case sc-SET when I{Ei }1 = 1: the premise of the rule is equal to its conclusion, so by IH we are
done.

Case sc-seT when I{Ei }| # 1: replaced by sc-SET-ALGO, as we know by IH that the premises can
be proved in the algorithmic system.

Case sc-Trans: We first show that an application of sc-Trans can be replaced by applications of
the algorithmic rules if the first premise is such that C; is a singleton, and then generalize the
result. We go by case analysis on the last rule used in the derivation of the first premise of the
application of sc-TRANS:

- Subcase sc-ELEM: We are in the following situation:
_peC®l) SC-ELEM
I'H{pt<:Cy ™ I'FCy<:C3(P2)
{p} <:C3
By IH we have that P2 can be derived using the algorithmic rules, implying by lemma

SC-TRANS

2 that for every y € C», we can prove I' - {y} <: C3 in the algorithmic system. We know
from P1 that p € C,, allowing us to conclude that I' - {p} <: Cs is also provable in the
algorithmic system.

— Subcase sc-paTH when p ¢ C,: similar to the case of sc-parH alone (see above), but with the
reflexivity axiom replaced by the second premise of sC-TRANS.

— Subcase sc-paTH when p € Cy: same as subcase SC-ELEM.

— Subcase sc-MEmM: We are in the following situation:

L(p.f) = S"\D
SC-MEM
I'Ei{p.f}<:{p} {p} <G5
{p.f1<:Cs
As in the case of sc-MEMm alone, the single premise of sc-MeM tells us that I'(p. f) — SAD for
some SAD. Furthermore, p.f ¢ {p}. There are two cases. The first one is that T¥D <:{ b

SC-TRANS

in which case sc-MEM-ALGO applies with the second premise of sc-TRANS as its last premise.
W.l.o.g. we can ignore the second case I' - D <: {p}. Indeed, in this case, the conclusion
could equivalently be proved as follows:
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L(p.f) — S\D
Y SC-PATH
I'H{p.fi<:D I D<{p} SC-TRANS
THi{p.f}<:{p} {p}<:Cs
{p.f}<:Cs

Hence by transforming J we can get rid of this case.

SC-TRANS

- Subcase sc-seT: w.l.0.g. we can ignore this case. Indeed, it corresponds to the following

situation:
TH{pil<:Cs
———————— = SC-SET
F"{El}<ZCZ I'-Cy<:Cs
- SC-TRANS
I'+ {El} <:C3

Note that under our assumption {Ei} is a singleton, implying that the premise and
conclusion of the application of sc-ser are identical. Any proof that makes such use of
SC-SET can be simplified into another equivalent proof by removing this step. This of
course applies recursively if the premise of sc-ser is itself the conclusion of an application
of sc-seT in the derivation tree.

— Subcase sc-Trans: w.l.o.g. we can ignore this case as well. Indeed, it corresponds to the
following situation:
r-Cc;<:C I'-Cp<:C
1 12 12 2 o TRANS

I'Ci<:Cy I'HCy<:Cy
I'-Ci<:Cs

Starting from the same premises, we can derive the same conclusion as follows:

SC-TRANS

I'FCpp<:Co G <:Gs
I'-C;<:Cqa I'-Ci2<:C3
F|—C1<ZC3

So by transforming J we can get rid of this situation. Note that this transformation has

SC-TRANS

SC-TRANS

to happen after the one described in the subcase sc-Mem, which produces left-recursive
applications of sc-Trans as handled by the current subcase.

We now generalize to the case where C; = {x_ii} is not a singleton. By IH we know that the
derivation of the first premise of the application of sc-TrRaNS can be rewritten using the al-
gorithmic rules. Thus, lemma 2 tells us that for every i, there is a derivation tree showing
I'+ {x;} <: Cy in the algorithmic system. Now the singleton case that we just proved applies
and allows us to conclude that I' - {x;} <: C3 is provable in the algorithmic system. We can
then use sc-SET-ALGO to show that I' - C; <: Cjs.
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Input term:

fn (f: (r: Reg™) — Reg™{r})
let m =
let r = region in
lets="frin
mod(r) { me =s}

m.me

Type-checker output:

fn (f@0: (r@0 : Reg”{cap}) — Reg~{r@0})
let m@O : (self self@0 in { me : Reg” {self@0.reg},
reg : Reg”{cap}  })"{cap} =

let r@1 : Reg”{cap} =

region
in

let sQ0 : Reg"{r@1} =

(f@0 r@1) : Reg"{r@1}

in
mod(r@1) { me : Reg”{self@0.reg} = s@0 }
in
m@0.me
2 77

————————————————— 1error(s) -~———————————— — — — —
[examples/ex7.gradcc:3:5] forbidden capture: let body has type
Reg”{m@©0.reg}, which depends on let—bound variable m@0

let m =

~

Figure 3.2: GradCC term and corresponding type-checker output (formatted to fit this figure). fn
stands for A and defines an abstraction. self defines a recursive qualifier (like y in the formalism).
The module packs its me field with the region captured by it. Unpacking occurs in the body of the
outermost let, which triggers an error as it causes the type of the body of the let to depend on variable
m defined by this very let.
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3.3 Implementing the type-checker

The GradCC type-checker is a standalone Scala program that takes as input a file containing a
GradCC term and outputs a typed representation of this term (i.e. a formatted version of the term
along with type annotations for some of the subterms), as well as the list of type errors that have
been found during type-checking, if any. It consists of a parser, followed by a renaming phase (that
assigns disambiguation indices to the variables), the type-checking phase itself, and a pretty-printer
that displays the typed version of the term. The whole software is ~2200 LOC, with ~800 LOC for
the type-checking phase itself (including its auxiliaries). The core of the type-checker is a pattern
matching on all possible terms, that computes their type according to the typing rules of GradCC. In
some cases, it may assign a type to a term even though one of its subterms is not typeable, if the type
of the term does not depend on the subterm whose type computation failed (e.g. an assignment to a
reference always has type Unit). As in the formalism, the type-checker expects terms in A-normal
form. Figure 3.2 shows an (invalid) GradCC term along with the output of the type-checker when
given this term.

3.4 Experimenting with the type-checker: observations

This type-checker is minimal in the sense that it can only type-check the language defined by a strict
translation of the GradCC rules as described in [5], implying that it does not even support integers
or booleans. This implementation did not reveal major issues with the practical applicability of the
type system. It however revealed that the packING rule can lead to some ambiguities when the path
that needs to be replaced by packing is assigned to more than one record field. Figure 3.3 shows an
example of such a situation.

let rc =
let r = region in
let f = fn (u: Unit) rin
{a=rb=rf=f}
in

{x=rca f=rcf}

Figure 3.3: Example term showing that packing is not completely deterministic. In the first record,
the type-checker has two possible ways of packing the field £: its captured variable r can be replaced
by either of fields a and b. If one chooses a, then also the second record can be packed successfully,
and the whole term type-checks. However, if one chooses b, then the packing of the second record
fails, and the overall term is rejected.
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Chapter 4

Design of the Grattlesnake gradual ocap
language

The core part of this project is a compiler and a JVM-based runtime system for Grattlesnake, a
gradually compartmentalized version of Rattlesnake based on Gradient and GradCC as described in
[5]. The design goals are as follows:

¢ Grattlesnake should support both ocap and non-ocap code, and no piece of code should be
allowed to exceed the capabilities granted to it, no matter whether non-ocap code is involved
or not.

» The language should be simple to make experimentation easier, but it should include enough
features to be representative of real-world languages.

e It should be expressive enough so that one can write meaningful non-trivial programs with a
reasonable amount of effort.

4.1 Language modes

Grattlesnake can be thought of as the union of two languages: one that follows the ocap discipline
and uses capture-checking, and another that has no support for capturing types and where access
to devices is not restricted. The former is the default one. To enable the latter, a source code file
must start with the #nocap; directive. All definitions in a file share the same language mode. In this
report, we will refer to these language modes as "ocap mode" (default mode, files without a #nocap;
directive) and "non-ocap mode" (files starting with a #nocap; directive).
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4.2 Resources: devices and regions

The core mechanism for Grattlesnake to control effects is resource tracking, the principle being that
any object that has captured a resource has to mention it in its type, either directly or transitively.
Just like in Gradient, we track devices and regions.

Two devices are offered: the filesystem and the console. The filesystem, referred to using the
fs keyword, enables to read or write from/to a file and to create or delete files and directories.
The runtime maintains a collection of open files that are identified by their filehandle (an integer).
Grattlesnake code must use this filehandle, returned by the function that opens files, to refer to
the associated file when communicating with the filesystem. Figure 4.1 shows an example. The
console, represented by the console keyword, enables reading and writing from/to the command
line console. It is worth noting that for simplicity, other devices like the network (which is mentioned
on several occasions in Gradient example programs in [5]), or the serial port, are not supported by
Grattlesnake.

val fh = fs.openW("path/to/file.txt");
fs.write(fh, "Hello world");
fs.close(fh);

Figure 4.1: Example of code that involves the filesystem. Note the use of openW which opens the file
in write mode, as opposed to openA that opens a file in append mode and openR that opens a file in
read mode.

Regions are markers for mutable state. Every mutable object declared in ocap code has to be
associated with a region so that the runtime can enforce dynamic mutability restrictions when the
object is passed to non-ocap code. No region can be created by non-ocap code. These regions differ
from the ones used in region-based memory allocation in that the language has no support for
region deallocation and still needs garbage collection for the whole heap. A region is nothing else
than a permission that may be passed to an enclosure to allow the code executed in it to modify
the objects mapped to that region. Some implementations may still combine both concepts by
allocating objects in a memory region that corresponds to their region in the sense of GradCC.
Grattlesnake however does not do that and its type-system has not been designed to ensure a safe
deallocation of regions.

Ocap code tracks regions and devices using capture-tracking. Non-ocap code does not use
capture sets (which, from the point of view of the type system, are replaced with a special capture
descriptor, #, the mark of GradCC), but may be subject to the dynamic restrictions set up by the
ocap code that invoked it.
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4.3 Packages and modules

Along the lines of Gradient, Grattlesnake’s top-level definitions include modules and packages.
Module declarations have to mention a (possibly empty) list of imports, that is very similar to
primary constructor declarations in Kotlin or Scala. Imports can be of three sorts:

¢ Parametric imports: much like classes in OO languages like Kotlin or Scala, modules can store
values of any inhabited type that are passed to their constructor.

* Package imports: a module can import a package to enable its functions to use that package.
Package imports are only supported by ocap modules. They are introduced by the package
keyword, preceded by # if the imported package is a non-ocap one.

¢ Device imports: just like packages, devices are imported by the constructor of the module,
using the device keyword. Only ocap modules can have such imports.

For instance, a module Logger that is parametrized with the path to the log file and requires
access to a non-ocap package named UnsafeLogger and direct access to the filesystem could be
declared as follows:

module Logger(logFileName: String, #package UnsafeLogger, device fs) {

The compiler synthesizes a constructor that takes as explicit arguments only the parametric
imports. The imported packages and devices are imported implicitly, meaning that the compiler
will report an error at instantiation site if the module imports a package or device that is not allowed
in the environment in which the instantiation occurs. The capture set of the instantiated module
mentions the imported packages and devices, but also any explicit argument that happens to be
aresource itself. If the argument is not a stable path (i.e. an expression that will provably always
return the same value if evaluated several times), its contribution to the capture set of the module is
its own capture set. An instantiation of the Logger defined above could look like this:

val logger: Logger~{UnsafeLogger,fs} = new Logger("log.txt")

Packages are simpler in that they do not have an explicit import list. They thus cannot be
parametrized, but ocap packages still import packages and devices implicitly by merely referring to
them in the code of their functions. For example, the following package imports the console and
thus mentions it in its capture set:

package ConsolePrinter {
fn printint(i: Int){ console.print(i as String) }
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Ocap packages must also follow the ocap discipline regarding their imports: the compiler allows
a package A to import another package B only if B does not import A (either directly or transitively).
Packages thus do not allow cyclic imports and conceptually follow the discipline described in
Gradient: a package is a singleton module whose instantiation occurs before the execution of the
entry point of the program and after the instantiation of its dependencies.

Modules and packages are referenced by the keyword me in their body (which is an equivalent
of the this pointer of other languages like Java). Invocations of functions in the same module or
package can omit the me keyword, but accesses to fields cannot. Modules and packages provide
encapsulation: module fields (corresponding to parametric imports) are internal to the module
instance, and both packages and modules can declare private functions, which can be accessed by
any instance of the same module or package, but not more.

4.4 Structs and datatypes

Grattlesnake supports structs, which are unencapsulated groupings of named fields. A struct is
declared using the struct keyword followed by a type name and the list of struct fields. The
compiler synthesizes a constructor that takes an argument for every field, meaning that structs
must be completely initialized at creation. Structs may or may not be mutable (depending on
whether their declaration starts with the mut keyword), and in mutable structs, only the fields whose
declaration is prefixed with var are reassignable. Structs may subtype datatypes, which specify a set
of fields that all implementing structs must own. Datatypes may also subtype other datatypes, as
long as this creates no cycle in the subtyping relation. In all cases, the fields of the subtype must
be a superset of the fields of the supertype, and the types of the fields are covariant if the field is
immutable and invariant if the field can be reassigned. Subtyping between a struct and a datatype,
or between two datatypes, may occur only if both are defined in the same source file. The capture
set of a field may mention the fields preceding it in the list of fields (except for reassignable fields),
but not the fields that come after it. This is similar to the way Scala treats capturing types in class
fields, and can be seen as a restricted version of the packiNG rule of ModCC. Figure 4.2 shows an
example of a simple datatype with structs subtyping it.

datatype IntList
struct Nil : IntList
struct IntCons : IntList { head: Int, tail: IntList }

Figure 4.2: Definition of a datatype representing lists of integers

Mutable structs must be associated with a region at instantiation (if the instantiation happens in
ocap code). To do so, one has to use new@r instead of new as the instantiation operator, where r can
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datatype MutList

mut struct MutCons : MutList {
var head: Int,
tail: MutList~{reg}

}

struct Nil : MutList

Figure 4.3: Example hierarchy involving a mutable struct

be replaced by any expression of shape Region. The region associated with a mutable struct can
be referred to as a special field of the struct, named reg (and similar to the reg field of modules in
ModCCQC). This special field may only be used in capture sets (i.e. it is not permitted to read the reg
field of an object to e.g. instantiate a new object in that region). This restriction is motivated by the
fact that not all mutable objects are associated with a region (as they may have been instantiated by
non-ocap code). The intended usage of the reg field is to allow a regular field to capture the region
associated with the struct without the need for an explicit region field that exists at runtime. See
figure 4.3 for an example.

As this example suggests, a mutable struct may subtype a datatype not marked as mutable, but
not the other way around (partially because a datatype that is marked as mutable must ensure that
all its subtypes have a reg field).

The computation of the capture set of structs is similar to the computation of the capture set of
modules in that the resource values assigned to non-reassignable fields by the constructor appear in
the capture set. Regarding the reassignable fields, their contribution to the capture set consists of
the captures declared by the field type itself, minus the ones that refer to the preceding fields of the
struct, as those have already been accounted for by the contributions of the previous fields to the
capture set.

4.5 Arrays

Arrays are mutable, polymorphic in their element type, and invariant. They are very similar to the
references of GradCC, which can be seen as arrays of length 1. They can be created in two ways:
either by providing only the length and letting the runtime initialize them to the default value (0 or
null), or by explicitly giving all elements. Note that as null is not supported in Grattlesnake, trying to
load from an array at an index whose value has not been initialized results in a runtime error. Arrays
need to be associated with a region (we assume the existence of a region r in the example below):

val xs = arr@r Int[10]; // array of 10 cells, all initialized to 0
val ys = [1, 2, 3]@r; // array of 3 cells
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datatype Result
struct Success : Result { value: Int }
struct Failure : Result { errorMsg: String }

fn printResult(res: Result) {
val s: String;
if res is Success {
s = "succeeded with a result value of " + res.value as String;
} else if res is Failure {
s = "failed: " + res.errorMsg;
e
console.print(s + "\n");

}

Figure 4.4: Pattern matching example, on the Result datatype. When analyzing printResult, the
compiler detects that all possible Results are covered by the two branches of the if and that no
else branch is necessary. It deduces that s on the last line has been initialized in all cases when the
control flow reaches that point, and accepts this code.

The element type is boxed, implying that the only value captured by an array (from the point of
view of the type system) is its region. Following the typing rules of GradCC (and even CC..o) that
prevent a root-capturing type from being unboxed, the compiler reports an error if the element type
of an array captures the root capability.

4.6 Casts, smart-casts, and pattern matching

Grattlesnake supports downcasts, which are performed using the as keyword. Downcasts only apply
to type shapes, it preserves the capture descriptor of the cast value. The as keyword can also be
used for type conversions, for instance, to convert between primitive types, or to convert a primitive
type to its string representation.

Like in Kotlin, Grattlesnake’s smart casts allow branches of an if-statement or the ternary operator
whose condition is a type test on a local value to temporarily treat the local as a value of the type
it has been tested against. For instance, given the IntLists defined in figure 4.2, the following
expression type-checks:

val headOrDefault = when Is is IntCons then Is.head else 0

To enable a kind of pattern matching, the compiler is also able to detect when the branches of
an if-statement have covered all possible structs for a given datatype (example in figure 4.4).
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4.7 Restricted blocks

Restricted blocks allow statically ensuring that some code block does not access more resources
than what the programmer intended. Restricted statements take a capture set and the code block
in which we want capability access to be restricted. The free variables of the code block must be
covered by the capture set to be accepted. This is primarily useful when using (ocap) packages, as
their capture set is defined implicitly. In Grattlesnake, restricted blocks are statements (as opposed
to expressions), meaning that they do not have a result value. If a value needs to be extracted from
such a block, it has to be assigned to a variable (or late-initialized value) that is defined in a scope
external to the restricted block. Figure 4.5 shows an example of a restricted block that limits the
capabilities of a package and returns a value to the outer scope.

val command: String;
restricted {console} {
command = ConsoleReader.readLine();

}

... /] do something with the command

Figure 4.5: Example of a restricted block. Assuming that ConsoleReader is an ocap package, this
ensures that this package (and thus the readLine method invoked on it) does not have access to a
device other than the console.

4.8 Enclosures, graduality, and runtime checks

Enclosures are syntactically very similar to restricted blocks: they also take a capture set and a block
of executable code. Semantically, they differ in that the checks for capabilities are dynamic instead of
static. When the execution flow enters an enclosure, the runtime sets up an environment that forbids
the use of capabilities other than the ones mentioned in the capture set. Capture sets that are part of
enclosures differ from other capture sets in that the values mentioned in them can only be devices
or regions (since it must be possible to check their usage at runtime), and are evaluated during
program execution (as opposed to being present only in types). If the enclosed code exceeds the
capabilities granted to it, e.g. by modifying an object whose region is not mentioned in the capture
set, then the runtime triggers the termination of the program, preventing the illegal operation from
taking place.

It is also worth noting that while the static discipline works by controlling access to capabilities,
the dynamic one controls the use of capabilities. This means for instance that code inside an
enclosure whose capture set does not mention the filesystem is allowed to create an instance of a
struct that stores the filesystem in one of its fields. What it is not allowed to do is to use the filesystem,
e.g. by writing to a file. This motivates the notion of marking: as we have no control over what a
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value outputted by non-ocap code may have captured, we mark its type by letting it capture the
mark # instead of a usual capture set. Values of a marked type are allowed to be the receiver of a
function call only if this call happens inside an enclosure. The purpose of this restriction is that no
matter what capabilities the marked value has captured, their usage will still be subject to dynamic
restrictions enforced by the enclosure. For instance, in the following snippet, any attempt from
UnsafeLogger to access a device other than the filesystem will result in an error that terminates the
program:

enclosed {fs} {
UnsafeLogger.log("Hello");

Like restricted blocks, enclosures are statements, and the standard way of escaping a value from
an enclosure is to assign that value to a late-initialized value defined in the outer scope. A marked
value is allowed to live outside of an enclosure, as long as no function call is made on it.

GradCC provides two ways to convert between marked types and regular capturing types: mark-
ing (MARK rule) and obscuring (oBscur rule). Marking in Grattlesnake is very similar to GradCC: a
marking operator # allows one to mark a value before passing it to a non-ocap function. Obscur-
ing is implemented as an extension of the subcapturing relation to allow TA# <: TA only inside
enclosures. The following restrictions guarantee that the obscured value of type TA cannot escape
the enclosure (and thus that no code that is not subject to the dynamic restrictions enforced by the
enclosure can access the obscured value):

* Variables and late-initialized values are not allowed to capture the root capability, hence an
obscured path cannot be assigned to them.

* Array elements and reassignable struct fields are not allowed to capture the root capability,
hence the obscured value cannot be stored in them.

e Returns are forbidden inside an enclosure, hence the obscured value cannot be returned. This
restriction also guarantees that the execution flow reaches the end of the enclosure, where the
compiler inserts instructions that reset the dynamic restrictions, before moving on to code
outside of the enclosure.
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Chapter 5

Implementation of a compiler and
runtime for gradual ocap programs

Compiling and executing Grattlesnake programs requires two components: a compiler and a run-
time. The starting point for the implementation of the compiler was of course the compiler of the
original Rattlesnake language. Regarding the runtime, we use the Java Virtual Machine (JVM). This
choice has the advantage of providing a garbage collector and being a relatively simple compilation
target thanks to the high-level nature of Java bytecode. Furthermore, it is the compilation target
of the original Rattlesnake language, meaning that we can reuse most of the backend, as well as
the primary compilation target of Scala, which Gradient is an extension of. On top of the JVM, a
runtime implemented as part of this project offers a dynamic-checks-aware implementation of the
two devices supported by Grattlesnake (the filesystem and the console), and primitives for region
management.

5.1 Runtime and agent

The runtime component is implemented in Java. It assumes single-threaded execution, which is
always the case as Grattlesnake has no concurrency primitive. It consists of a main runtime class
that handles regions and stores the permissions, two classes for the two devices, and an exception
class meant to be thrown when code run inside an enclosure exceeds its permissions.

5.1.1 Regions

Regions are merely identifiers, implemented as integers. Creating a new region means incrementing
a global counter to get a new identifier. The mapping from mutable objects to regions is imple-
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mented as a WeakHashMap to not prevent the objects from being garbage collected. An alternative
solution would have been to add a region field to the bytecode representation of mutable structures,
but this would not generalize to arrays. Despite the inefficiency of querying a hash map every time
an environment needs to be checked, this solution has been chosen for this experimental imple-
mentation because of its simplicity and because it fits well into the model of associating mutable
objects to regions only if the object is instantiated in ocap code.

5.1.2 Environments

Environments are implemented as a stack, in which every frame represents an environment set
up by an enclosure. The stack is empty at startup, and every execution of an enclosure pushes
a new environment when entering the enclosure and pops it when exiting the enclosure. This
implementation allows to account for nested enclosures. While it probably makes little sense to nest
two enclosures in the same function, nested calls interleaving ocap and non-ocap functions may
cause several environments to be on the stack at the same time. Of course, the current environment
is defined by the top frame, which is always a subset of the deeper frames (otherwise the evaluation
of the capture set of the nested enclosure would have crashed the program). Environments store the
allowed regions in a set and contain a flag for every device, telling whether it is allowed to be used or
not.

5.1.3 Devices

The console device provides two methods: print, which takes a string as an argument and prints it
to the console, and readLine, which reads a line from stdin. Before executing, these methods query
the environment, if any, to make sure that they are allowed to execute.

The implementation of the filesystem device is slightly more complex as the device class is state-
ful. It maps file handles to FileWriters for files open in write or append mode, and FileReaders
for files open in read mode. The close method removes the reader or writer corresponding to the
provided filehandle from the map containing it and closes it.

5.1.4 fastutil

The various collections used in the runtime classes (with the notable exception of the WeakHashMap
mentioned above) are instances of collections of the fastutil framework [14], an API of type-specific
collections that do not box their elements of primitive types as usual collections do. This is meant
to reduce the memory footprint of the runtime and possibly improve its performance in code that
makes intensive use of dynamically-checked environments or devices. No measure has however
been made to confirm this gain.
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Figure 5.1: Compiler phases
5.1.5 Agent

The runtime must check that the current environment allows objects to be modified before perform-
ing a modification on them. While the current design, which does not support modular compilation,
would enable the compiler to directly insert these checks during compilation, I chose to still use
an agent to instrument the code and add these checks in the bytecode only when loading it from
the class files. This choice has two main motivations. First, interoperability with arbitrary class
files is a pretty obvious step on the road to making this design usable in practice (I considered
supporting interoperability as part of this project, but lacked the time to implement it), hence it
makes sense to already show that an agent can perform this instrumentation without access to
the source code. Second, this design is closer to the one described for Gradient in [5], where these
checks are performed by the runtime and not encoded in the program by the compiler.

5.2 Compiler

This section is a description of the successive compilation phases that the compiler uses to transform
Grattlesnake source code into executable Java bytecode. Figure 5.1 is a diagrammatic representation
of these phases.

5.2.1 Frontend: scanner and parser

The frontend is made of a scanner (named lexer in the code) followed by an LL1 parser. Few changes
have been made to these compared to the original compiler, except for the addition of the new
syntax forms and a few bug fixes. The scanner and parser are somewhat inspired by Silex and
Scallion [12], two libraries for lexing and parsing developed by EPFL LARA lab. However, unlike
Scallion, the parser of Grattlesnake detects LL1 conflicts only dynamically, e.g. when the next token
matches both branches of a disjunction. The parser has no recovery mechanism: any parsing error
terminates the whole compiler. While this is pretty drastic and would probably be unacceptable for
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a real-world implementation, it is worth noting that it caused no significant issue in this project,
both when writing test programs and when developing the case study. Therefore, I did not put effort
into adding a recovery mechanism.

5.2.2 Analyzer: imports scanner, context creator, type-checker, and control-flow ana-
lyzer

One of the core parts of this project was to add capture-checking capabilities to the type-checker
of Grattlesnake. However, computing captures (or even types) requires knowledge of the types
declared in the program. Gathering this knowledge is the role of the context creator, a phase that
traverses the definitions of modules and packages and stores the signatures in a context object
(named AnalysisContext) that will be passed to the later phases of the compiler. This context
creation phase also traverses the code of packages to find occurrences of devices and other packages
and add them to the signature of the package. A challenge here is to also detect the implicit uses of
devices and packages by the instantiation of modules that import the said devices and packages. To
avoid fixpoint computations, the easiest solution I found was to add another phase, the imports
scanner, to the pipeline, before the context creator. This phase merely creates a map from every
module to the devices and packages that it imports and passes this map to the context creator.
The context creator also uses a cycles finder to detect cyclic subtyping between datatypes and
dependency cycles between packages that are supposed to be ocap.

Regarding the type-checker itself, it computes the type of every expression, including its capture
set, and writes it into the AST node corresponding to the expression, so that the later phases have
access to the type of expressions. It also resolves function calls, detects smart casts, and writes a
map from local values to their smart-casted type into the AST so that the backend knows when to
apply these casts (as smart casts have to be explicit in the bytecode). The type-checker works on the
original variable identifiers, it is not preceded by a renaming phase. To make this safe, scoping rules
prevent shadowing. These rules are also enforced by the type-checker. This explains why modules
must use the me keyword to refer to their fields, as fields are allowed to have the same name as locals.

The control flow analyzer runs after the type-checker. It has two main roles:

* Ensuring that all variables and late-initialized values are always initialized before their first
use and that values are never assigned more than once.

¢ Ensuring that non-Void functions never reach the end of their body without encountering
areturn or panic statement. This includes figuring out if a sequence of if statements whose
conditions involve type tests and that have no terminating else cover all possible subtypes of
the type of a local value. In the positive case, the analysis can ignore the missing else branch,
which enables a form of pattern matching, as described in section 4.4. This information is
also written into the AST to inform the lowering phase that it must generate a fake else branch
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(since the bytecode verifier run by the JVM is unable to detect that no else branch is needed).

It performs these checks by traversing the AST and simulating the execution of program instruc-
tions along the edges of the (conceptual) control-flow graph. Explicitly constructing the control-flow
graph is not required as Grattlesnake supports no complex control-flow instruction whose target
needs to be resolved like gotos or breaks.

5.2.3 Middle-end: lowerer and tail-recursions checker

The lowering phase is the only one that rewrites the AST. Its role is to transform some complex
constructs like for loops into simpler ones like while loops, to reduce the number of constructs
to be handled by the backend. Some of these transformations are conditioned to flags set in AST
nodes by previous phases. The lowering phase of the Grattlesnake compiler is rather aggressive and
not followed by an optimizer, which sometimes results in convoluted bytecode. This is inherited
from the original compiler and, while for the scope of this project we do not care much about the
implications on the efficiency of the generated bytecode, a rather annoying consequence of this is
that decompiling the generated class files to Java code sometimes produces overcomplicated code
(this happens e.g. when opening a class file in the Intellij IDE).

The tail-recursions checker merely checks that all function calls annotated as tail calls are indeed
the very last instruction of their function, so that they can be eliminated by the backend (the fact that
these calls must refer to the enclosing function is already checked by the type-checker). This check
happens after the lowering phase because lowering clarifies the execution order of instructions,
particularly in cases like a && b that gets lowered to when a then b else false, allowingb to be
a tail-recursive call if the && operation is itself in tail position.

5.2.4 Backend: JVM bytecode generator

The last phase of the compiler transforms the desugared AST into bytecode. Modules are compiled
to regular classes. Packages are compiled to singleton classes, with a single static field containing
the singleton instance. Instructions are inserted into instantiations of mutable structs and arrays to
invoke functions in the runtime that save the mapping from the struct or array to its region. Refer-
ences to packages are compiled to instructions that load the singleton field of the class representing
the package. References to devices, which are also implemented as singleton classes, work similarly.

Among others, the backend also eliminates tail calls marked for elimination, adds non-nullity
checks on array loads to keep the language free of null pointers, and compiles string conversions
from numeric values (like 0 as String) to invocations of the corresponding method of the Java
standard library (Integer.toString(int) in this example).
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Chapter 6

Evaluation

6.1 Functional correctness

While the relatively small size of the Grattlesnake language makes its compiler significantly simpler
than the ones of real-world languages, it is still complex software (~7300 LOC, in Scala, involving
non-trivial algorithms). Due to its very experimental nature, it would certainly be presumptuous
to affirm that it is stable and reliable. However, a test suite of approximately 90 tests check most
aspects of its functionality and prevent regressions. Among these tests, ~40 are faulty programs
with formalized comments indicating where the compiler is supposed to report errors. The testing
system parses these comments and compares their location and error messages to the ones of the
issues reported by the compiler. ~45 tests involve well-formed programs that the compiler must
compile and execute. The test runner then compares the program output (namely data written to
the console and/or the stack trace in case of a program that is expected to crash) to the expected
output. Overall, the test suite has a line coverage of ~84% on the whole compiler and ~88% on the
type-checker alone.

The implementation of the case study has also been a test for the reliability of the system. I
found a few bugs during this implementation, which led to the addition of reproducers to the test
suite. Some of these bugs were enough to make the compiler unsound from the point of view of the
type system, but none of them required deep changes to the compiler or runtime.

6.2 Case study: a sudoku solver in Grattlesnake

Iimplemented a simple but complete Grattlesnake program as a case study, to evaluate the language
and its type system. The case study is a sudoku solver, which reads a grid from a file, solves it
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Top-level program

orid Solver Crid
formatter reader
( Console ) Runtimesystem ( Filesystem )
Figure 6.1: Architecture of the solver. Program parts in are implemented without following

the ocap discipline, whereas the top-level program and the solver package (in blue) are made of
statically checked ocap code. Arrows indicate information flows.

according to the rules of the sudoku game, and displays the result on the console. The code for
the case study can be found at https://github.com/ValentinAebi/sudoku-case-study (the
readme contains a link to a Wikipedia page with the rules of the sudoku game).

6.2.1 Architecture of the solver

Note: the explanations in this section will probably make a lot more sense if the reader looks at the
code at the same time (src directory in the repo of the case study, in particular the files Main. rsn that
contains the main function and Grid. rsn that contains the Grid module).

The sudoku solver is written in ocap mode but uses two non-ocap "libraries", represented by
source files marked with the #nocap directive (TableReader.rsn and GridFormatter.rsn). The
solver itself can be viewed as an ocap library, invoked from the main code as well. Figure 6.1 shows a
diagrammatic representation of the architecture. The resolution algorithm is based on candidate
elimination for empty cells, with guessing and backtracking when the elimination process gets
stuck.

One of these libraries is a grid reader: it reads a file and expects a grid in this file in the form
of a grid of chars. To make the setup more realistic, the library is designed in a "grid-agnostic"
way. That is, it simply outputs a two-dimensional array of characters without any knowledge of its
interpretation as a sudoku. Only then the top-level program transforms it into a numeric sudoku
grid.

This numeric grid is then passed to the solver, implemented as a package, whose invocation
happens in a restricted block that statically ensures that the solver does not access devices. This
can be useful, for instance, to make sure than no debug print has been forgotten in the code, as this
would cause the solver package to capture the console and thus exceed the capability granted to it
by the restricted block.
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The grid itself is implemented as a module that wraps the two-dimensional array of Cells
representing the grid with its two regions: one of them is a mutability permission on the "frame" of
the grid, that is its array structure. Code that has this permission can modify the grid structure, like
replacing a row of cells or swapping two cell objects. The other region gives access to the values. A
piece of code that has access to the values region is allowed to update the values of the cells (that is,
the cell’s value in the sense of the game, as well as the array representing the remaining candidates
for empty cells). In the case where one would want to pass this cell to a non-ocap solver (which
does not happen here), one could run the said solver in an enclosure whose capture set would only
contain the region that allows to modify the values, so that the solver can update the values but not
tamper with the structure of the grid.

We also want to display the grid on the console before and after solving it. To do so, we use a
second non-ocap "library”, which, given a grid as a two-dimensional array of Chars, displays it with
a separation between the sectors of the requested dimensions (3x3 in the case of our sudoku grid).
This library is run in an enclosure that gives it access only to the console.

6.2.2 Observations

This example program showcases the key elements of the gradual ocap discipline: static restrictions
using restricted blocks, dynamic restrictions using enclosures, and data transfers between ocap
and non-ocap parts of the program, in both directions. It also uses both regions and devices. One
weakness might be that it uses enclosures only to allow access to devices, and restricted blocks
only to grant access to mutable state. Checking a larger number of combinations would however
probably require either a larger example program, or a less natural design.

The gradual ocap discipline did not feel like a major productivity killer when implementing this
program. I probably spent more time fixing the solver algorithm than refactoring my code to make
it compliant with the type system, and this despite using a fairly simple algorithm that I had already
implemented in other occasions.

However, a pain point was the conversion of two-dimensional arrays from non-ocap to ocap and
back, which required defensive copies. Regarding grid reading, I had to copy the grid, of type arr/#
arr # Char, into a new grid of type arrA{r} arr~"{r} Char, expected by the mkGrid function
that creates the grid module. Also note the need for mkGrid to be region-polymorphic in the region
1, as taking a value of type arr”A arr” Char as its grid argument would mean capturing the root
capability in an array element type (capturing the root only on the outer array type would be fine,
though, although less precise). Similarly, when converting the grid back to display it using non-ocap
code (again as a two-dimensional array of Chars), I had to make a shallow copy of the array. The
reason why the copy has to be deep in the former case and may be only shallow in the latter is due to
the capture set of the element type of the desired array type: the root capability in the former case,
which is not allowed to appear in the capture set of an array element type as opposed to the mark in
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the latter case, which is allowed to appear in the capture set of an array element type thanks to the
UNBOX-MARK rule of GradCC (which allows the unboxing of such an element type).
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Chapter 7

Future work

7.1 Missing features: OOP, FP, and cross-language interoperability

7.1.1 Closures and generics

Grattlesnake is a minimal language, and the addition of some features could both enhance its expres-
siveness and make it closer to real-world languages. One of these features is closures, which not only
allow to factorize and reuse more code but also have interesting interactions with capture-checking
because of the free variables that they capture. Unfortunately, time was lacking to implement
closures as part of this project, although I expect that this would not be very hard to do. Another
desirable feature would be genericity in contexts other than arrays, which, together with closures, is
one of the building blocks of APIs that use capture-checking in Scala.

Regarding closures, an important point would be their interaction with the local (mutable)
variables that they capture. Like in Scala, captured variables would need to be written on the heap
rather than on the stack, by storing them in a cell object. This would make these variables heap-
allocated mutable memory and require them to be associated with a region. A possible syntax for
closures and region-associated variables is sketched in figure 7.1.

val r: Region”™ = newreg;
var Or capturedVar: Int = ...;  // associate capturedVar with region r
val closure: (Int) —>{capturedVar} Int = fn (x: Int) —> {
capturedVar += x;
return capturedVar; // exit the closure only

Figure 7.1: A possible syntax for closures and heap-allocated vars.
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7.1.2 Object-oriented programming

Grattlesnake provides two essential features of object-oriented languages: encapsulation, with
packages and modules, and subtyping between user-defined types, with structs and datatypes.
It does however not provide a concept that ties them together like classes do in object-oriented
languages. It could thus be interesting to add interfaces to the language, which modules and
packages could implement. This has been in the to-do list of this project for some time, but
could not be implemented because of lack of time. Another lacking feature that could probably be
implemented reasonably easily is (shallow) mutable modules (by the means of reassignable fields
inside them). This would tie together encapsulation and mutability, a combination that does not
currently exist on its own right in Grattlesnake, even though a module whose parameters include
arrays or mutable structs is effectively a mutable module.

7.1.3 Code packaging and interoperability with other JVM-based languages

A more difficult but very important improvement direction would be to support interoperability with
other (non-ocap) JVM-based languages. A real-world implementation of the gradual ocap model
will very probably never become widely adopted if it does not provide backward compatibility with
other languages, as the very point of introducing graduality in the ocap discipline is to enable a
gradual migration of existing codebases.

To fully support interoperability with other JVM-based languages and make it possible to export
compiled and possibly even obfuscated capture-checked libraries, it would be a great advantage to
be able to check that code that claims to be ocap indeed is without the need to access its sources.
A solution to do so could be to propagate capture sets throughout compilation until the back-
end (which the compiler already does) and encode them in the bytecode in the form of persisted
annotations.

7.2 Runtime system and performance

During this project, I focused on correctness rather than performance. The only optimizations
used in this project are early exit from runtime methods when no environment is set and the use of
fastutil to limit the number of boxing operations in the runtime (see paragraph 5.1.4). In particular,
the heavy transformations performed by the lowering phase to limit the number of constructs to be
handled in the backend lead to convoluted and probably inefficient bytecode. Hence, adding an
optimization phase to the compiler would make a lot of sense. This seems like a necessary condition
before one can profile or benchmark the code to estimate the performance drop due to runtime
tests since doing so with the current implementation is at risk of giving results that are biased by
the inefficiency of the rest of the bytecode. It is also worth thinking about using a modified JVM
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instead of an agent, which might improve performance, but also make it easier to provide security
guarantees.

7.3 Automatic unmarking

Some types, particularly unencapsulated ones, are guaranteed to never capture any region or device,
be it directly or transitively. This is for instance the case of primitive types like integers or strings.
The compiler is aware of this and automatically unmarks such types when they are returned by
non-ocap code.

It would however be possible to unmark more types than what the compiler currently does. For
example, an instance of a structure whose fields are all integers never needs a mark, as no instance of
this structure will ever give access to a region or device. The compiler does not perform unmarking
in such cases, but it would probably be reasonably easy to modify it so that it does. It is worth noting
that a solution to this problem in the general case requires to take into account possible cycles (e.g.
a struct A containing a field that is a struct B, which itself has a field of type A), and possible subtypes
if unmarking is to also apply to datatypes.

7.4 Permissions granularity and read-only types

GradCC is designed in such a way that the permissions granted to statically-checked ocap code
can be more fine-grained than the ones granted to non-ocap code by an enclosure. Indeed, static
checking allows e.g. to grant access to a particular instance of a logger module, whereas an enclosure
can not be more precise than allowing access to the filesystem. Similarly, in a statically-checked
setting, one may allow a module to read from the console but not output data to it. One would do so
by passing to it a module that wraps the filesystem and only exposes functions for reading, along the
lines of the membrane pattern described in [23].

There is however a case where dynamic checks can be more precise than static ones: preventing
the mutation of regions. Indeed, while dynamic checks detect mutations, static checking cannot
do better than controlling what code has access to mutable objects. Even if the mutable object is
wrapped in a membrane that does not allow to mutate it, the capture set of the membrane still has
to account for the transitive capture of the region.

To solve this problem and allow statically-checked read-only accesses to mutable objects, one
can consider the following design. Instead of directly capturing the root capability, regions would
capture a special capability, which we will call mut, that represents the "region root" and itself
captures the root capability cap. The language could then offer a type wrapper that allows exposing
an arbitrary mutable object as a read-only object, e.g. readonly S for S a mutable struct type. Then,
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the following subtyping rule would allow to "drop" regions from the capture set, e.g. when passing
the object to a function that does not need to modify it:

'k C' <:{mut}
I'+TA(Cu ') <:readonly TAC

It would however be necessary to formally analyze the consequences of this modification of the
type system to make sure that it does not make it unsound. Of course, the read-only permission
would have to be transitive: one should not be able to read a mutable reference to an object out of
aread-only reference. One expected issue with this design is bad interactions with regions-based
memory management if capture-checking is used to guarantee the safety of regions (as described
as an extension of capture-calculus in [4]): if regions are not only permissions to mutate objects
but also real memory areas that need to be deallocated, then being able to drop regions allows the
read-only view on the object to escape the scope of the object’s region and may lead to a dangling
pointer.

7.5 A gradual ocap real-world language?

In this project, we took a "bottom-up" approach. Starting from a toy language with a very reduced
feature set, we designed a more complex language whose entire design was done with ocap graduality
in mind. We think that this approach was well-suited to what we wanted to do: figure out if it is
possible to write meaningful programs in a gradual ocap language without too many issues. In
theory at least, continuing in this direction could eventually lead to a language with a feature set
that would be rich enough to be adoptable in practice.

Another approach would be to start from a full-blown language and add support for the gradual
ocap discipline to it. That is the approach chosen for the Gradient language described in [5],
which extends Scala. This probably necessitates more work before the language can be used in
demonstrative toy scenarios but may be a better approach in the long run if the goal is a practically
usable language (even though getting rid of the ambient authority granted by the language to every
module is likely pretty challenging). Considering this, a natural direction for further work could
be to adapt the type system of Gradient and Grattlesnake to a real-world language. The obvious
candidate is Scala since it already has a capture-checker and Gradient’s design is based on Scala, but
other, possibly simpler, languages might be worth considering.
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Chapter 8

Related Work

Note: this chapter is partially inspired from the Related work section of [5].

8.1 Ocap languages

Several languages have been proposed that enforce the ocap discipline. One of them is Wyvern [25].
Similar to Gradient and Grattlesnake, Wyvern features a system of composable modules, where a
module needs to be instantiated to an object with explicitly passed capabilities before one can use it
[22]. This slightly differs from the design of Grattlesnake, where devices and packages may be passed
implicitly instead of appearing in the list of arguments passed to the constructor of the module.
Wyvern has also been used for a security-oriented case study aiming among others to assess the
practicality of ocap [15].

The E language [23] uses capabilities to enforce the principle of least authority. E allows interfac-
ing with Java using a special capability that functions need to have access to before they can invoke
Java methods. Some classes from the Java standard API have also been audited to determine their
safety level and the safest ones require a less powerful capability to be invoked.

Pony [10], an actors-based programming language, uses unforgeable tokens to represent access
to system resources. Pony’s safety may however not hold when invoking C code from a Pony program
(which is allowed by the foreign function interface). To mitigate that risk, the Pony compiler accepts
arguments that specify which packages are allowed to use the foreign function interface and runtime
checks prevent other packages than the specified ones from using it.

Newspeak [7] also uses object capabilities. In particular, it develops the principle of treating
modules as objects. It goes further than the current version of Grattlesnake in this direction, e.g. by
supporting modules that implement interfaces.

42



The Monte [24] Python-like programming language is built around the principle ofleast authority
and uses object capabilities to enforce it.

8.2 Dynamic compartmentalization

Various techniques have also been proposed for dynamic program compartmentalization. One
of them is Enclosures [16], a new language construct that makes it possible for programmers to
precisely decide what capabilities they grant to libraries invoked by their code. The authors claim
that enclosures could be added to most programming languages, and describe implementations for
both Go and Python where they enforce the restrictions using the LITTERB 0X framework, that
relies on hardware mechanisms. The enclosed block introduced by Gradient and implemented in
Grattlesnake is an example of an implementation of such an enclosure, its main additional feature
being the interaction with capture tracking.

Another interesting recent work is SECOMP [28], an extension of the CompCert verified C com-
piler with support for isolated compartments. SECOMP intends to mitigate the vulnerabilities due
to undefined behavior in C libraries, but currently limits the data transfer between compartments to
scalar data.

The CHERI [30] hardware compartmentalization system enables an incremental adoption of
object capabilities and compartmentalization in C, to the price of relying entirely on dynamic
checks.

8.3 Type-based capability tracking

Being able to track capabilities of various sorts is the motivation of the capture tracking project
in Scala [6]. Scala however provides capabilities tracking as a tool for API designers to guarantee
various properties, which differs from the approach taken in this project, as what we want to
guarantee is language properties rather than API properties. This is however not the first work done
on type systems that control captures. For instance, the previously proposed Open closure types
[26] are closure types that specify which information their instances capture from their defining
environment.

A type system aiming to allow finer-grained capability control than the usual ocap model has
recently been proposed in [31]. Its purpose is to allow interfaces to mark some of their operations
with states such as unavailable or optional, to make it possible to restrict the capabilities of an object
before passing it to a function. This system aims to ultimately support interaction with third-party
code.
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8.4 Graduality in type systems and programming languages

Graduality is a recurring topic in programming language design. One of the contexts to which
graduality can apply is gradual types, which allow migrating a codebase to a safer static discipline
in a gradual manner thanks to their compatibility with dynamically typed code. TypeScript [3],
a gradually typed extension of JavaScript, is an example of a widely used gradual language. It is
however worth noting that TypeScript does not perform automatic runtime checks, meaning that
the responsibility of dynamically checking types remains with the programmer. Other projects
aiming to retrofit a gradual type system into a dynamically typed language include Reticulated
Python [29] and Typed Racket [17], which uses runtime checks at the border between typed and
untyped code.

Graduality and language modes can also apply to topics other than types and can be part of
a language since its inception, especially when the static discipline enforced by the language is
restrictive. For instance, Rust’s [21] unsafe sublanguage allows specific parts of a program to not
obey borrow-checking, which increases the expressiveness of the language to the cost of having to
trust programmers for using the unsafe mode responsibly.
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Chapter 9

Conclusion

In this project, we implemented a programming language with gradual support for the ocap model,
using the ModCC type-system described in [5]. We show how the type-system can interact with
the runtime to provide the desired properties. We also give an example of a non-trivial program
written in this language in which only a minor additional effort is necessary to leverage the type
system and enforce interesting properties about the capabilities granted to invoked libraries. This
experiment suggests that gradual compartmentalization via object capabilities does not have a
prohibitive complexity and has the potential to become widely used in future mainstream languages,
or future versions of current ones.

Grattlesnake is a rather small language, which barely covers more than the very essential con-
cepts of ocap, graduality, and general-purpose programming. Adding more features to it would make
it easier to build more complex examples and observe how the gradual ocap discipline interacts
with more realistic programs. We hope that the observations made during this project will help
guide future work about ocap language design and that Grattlesnake will further help in designing
experiments about this and related topics, thanks to its simplicity that makes it fairly easy to modify.
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